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AdA FIREWALL

) ASA Basic Lonfigurations

Identity the ASA product family
Implement ASA licensing
Manage the ASA boot process
Managing A>A interface settings
ASA management features
ASDM public server feature

ADA transparent firewall feature
Managing Backup and Restore of firewall

2) Managing A>A Access Lontraol List

Understanding ACLs and its types
Implementing ALLs according to scenario

3) Network Address Translation (NAT) On The ASA

Understanding NAT and its types
Lonfiguring NAT

4) ASA Routing Features
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Static routing and floating static routing
Jynamic routing

AdA Inspection Policy And Modular
Policy Framework

Implement ASA inspections features
Lonfiguring Class map, Policy map and Service map

6) ASA Advanced Network Protections
Implement ASA Botnet traffic filter

) ASA Virtualization Feature

Managing Virtual Lontexts on ASA

3)  ASA High Availability

ASA Active-Standby failover
Lonfiguring Active- Active failover
Implement ASA stateful failover

9) Virtual Private Networks

Understanding Virtual private networks and its types
Lonfiguring dite to dite VPN tunnels
Lonfiguring and managing Remote access VPN tunnels

Managing Sal VPN \
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10 Upgrading Cisco ASA Firewall

2’ lpdating and upgrading firewall to new |05 versions

17) Troubleshooting Firewall Issues And VPN Issues

" KRYTERION'

L GLOBAL TESTING SOLUTIONS

1] Il..""' I*“IJ 5
' “ ¥ © CERTIFICATION
i N
11 Pearson| VUE
£y
WORKFORCE DEVELOPMENT PROGRAM

& www.softcrayons.com [»<| info@softcrayons.com
@ (+91) 854 501 2345 & 693, Sector 14-A, Vasundharaq,
0 @ @softcrayons Ghaziabad (U.P.), 201012

SOFTCRAYONS

Tech Solutions Pvt. Ltd.




