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PALL ALTL

How lo Set |_||] Lab Environment

setting Up EVE-NG Community PART |
Setting Up EVE-NG Community PART Z
EVE-NG Installation with Linux

How to assigned a static IP to EVE-NEG
How to add Palo Alto to EVE-NG

How to Add a Cisco Router

Lonnect To Palo Alto Firewall GLUI with EVE-NG
Add a cisco switch to EVE
Palo Alto Networks with AWS

Basic Palo Alto

Traftic Processing Sequence
How the commit works
Lreating Dynamic Admin Account
Lreating Custom Role-Based Account
Non-Local Administrator Accounts

securirty Uperating Plattorm And Architecture

Lortex \
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Securing the Enterprise
Primary Next beneration Features

/) Intertaces

Intro
Security Zones
Security Policy
Tap Mode
Virtual Wire Lab simple

Virtual Wire Lab Advanced

|2 Lab Simple

|2 Lab Advanced with no Sub Interfaces

| Z Deployment With Sub interfaces

LZ Deployment With dub interfaces and Router on a Stick
L3 Lab Simple

L3 Lab Advanced

Layer 4 dubinterfaces with Firewall on a Stick

Tap, Virtual Wire, LZ, and L3

Intertace Management Profile

Virtual Routers
Virtual Routers with multiple VRs Lab
Routing Protocols

USPF
USPF Between PAN, Lisco Router and Juniper Firewall
Lapture traffic on the management interface

Interfaces \
gstTCRFIYDNS
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security Policies

Intro
Lontrolling the traffic
Palo Alto is Statekul
Security Rule Types
Lreating a Security Policy
Edit the Policies Tab
schedule a Policy
Lreating Objects

Tags

NAT Types
Source NAT
Source NAT LAB
Uestination NAT
Lreating Network Diagram
Uiagram

Time-Based [od Configuration

Intro

What is App-10

How does App-ld Works
Application Shift
Application Shift Lab
Implicit Applications

‘ SOFTCRAYONS
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7) Lontent-1D

Intro
Lontent 10

Vulnerability Protection Default

Lloning A Vulnerability Protection

Lreating A Vulnerability Protection
Vulnerability Protection Exceptions
Antivirus Profile Intro + Default

Lione and add exceptions to Antivirus Profile
Anti-Spyware Profile Intro + Default
Llone and add exception for a new Anti-Spyware
Anti-dpyware DNJ Signatures and Sinkhole
Anti-dpyware dinkhole, DNS dignature and Exceptions
File Blocking Profile
Lreating File Blocking Profile
Blocking Multi-Level Encoding
Uata Filtering Profiles

Uata Filtering Profiles Demo
Security Profile Group Demo
Telemetry

Uos Protection

Uod Protection Part Deux
Uod Protection Policies

URL Filtering
URL Filtering profile

gstTCRFIYDNS
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Safe dearch
Block Website with Gustom LURL Category
URL Filtering Profile With Continue, Blocked, and Uverride

5) Decryption

Intro

SaL/TLS Overview
Firewall Decryption Types
PKI, CA, Root CA

Looking at a real Lertificate
LA Lertificate Choices
benerate Lertificate Lab
Forward Proxy Decryption

Lonfiguring a Forward [rusted Certificate
Lonfiguring Forward Untrusted Lertificate
Lonfigure AL Forward Proxy Policy
Lonfigure 33l Forward Proxy Profile
SAl Inbound Inspection

Sal Inbound Inspection Lab
Jecryption

WildFire

Intro

WildFire Intro

WildFire Email Protection

4 SOFTCRAYONS
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WildFire License
WE-alll
Lonfiguring WildFire Settings
WildFire Analysis Profile
Lreating a WildFire Profile
WildFire

10) User-1D

) blobalProtect

Intro
Intro to User-10

User Mapping Methods

Syslog Monitoring

L. Monitoring ans dession Monitoring

Steps to configure Liser-10

Active Directory and PL Enroliment
Lonfiguring PAN-0S Integrated User-10 Agent
Windows Based Agent Lonfiguration Steps

BUNLY - Authenticating User with Domain Controller
User-10

hlobalProtect Intro

blobalProtect Connection Sequence
Prima Access

Llientless VPN

4 SOFTCRAYONS
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Lustome Reports
POF Summary Report
>aad Application Usage Report
Report Group

Emailing Reports

Syslog
Add a dyslog Server Profile
SNMP

Monitoring and Reporting

14) High Availibility

Intro
High availability Overview
Active/Passive
Active/Active

HA Prerequisites
Lomponents and Uperations
HA Backup Links
Uesignating a Firewall
Uetecting Failure
HA Active/Pasisve Lonfiguration
Lonfiguring Link Groups
Lonfiguring Link Groups Lab
Hath Monitoring

Hath Monitoring Lab

HA

4 SOFTCRAYONS
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Panorama

Initial Lonfiguration
Set Panorama Management Interface
levice Groups and Template
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