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() Installing, Configuring servers

Introducing Windows Server
Preparing and installing Nano Server and Server Lore

2) Lonfiguring local storage

Managing disks in Windows Server
Managing volumes in Windows Server

3) Implementing enterprise storage solutions

Lonfiguring sharing in Windows Server
Lonfiguring isCAl

/) Implementing Storage Data Deduplication

Implementing Storage
Managing Storage
Implementing Data Deduplication

) Installing and configuring Hyper-V and
virtual machines
Uverview of Hyper-V \
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Installing Hyper-V
Lonfiguring storage on Hyper-V host servers
Lonfiguring networking on Hyper-V host servers

6) Deploying and managing Windows and Hyper-V

Lonfiguring Hyper-V virtual machines
Managing virtual machines

/) Uverview of high availability and disaster

Uetining levels of availability of Domain Lontrollers
Backing up and restoring by using Windows Server Backup

8) |Implementing failover clustering

Planning a failover DHCP cluster
Lreating and configuring a new failover cluster
Maintaining a failover cluster

Implementing, Planning FSMO Roles

FASMUO Roles and their transter
Seizing roles

0 Implementing Network Load balancing

Uverview of NLE

Lonfiguring an NLB cluster



Planning an NLB implementation

') CGreating and managing deployment 03 (WDS)

Introduction to deployment os images
Lreating and managing deployment images

12 Managing, monitoring Servers

() Planning and implementing an IPv4 network

Uverview of Windows Server 2016 monitoring tools
Using Performance Monitor
Monitoring event logs

Planning IPv4 addressing
Lonfiguring an IPv4 host
Managing and troubleshooting IPv4 network connectivity

|m|]|EITIEI'Itiﬂg UHLF

Uverview of the DHLP server role
Ueploying DHLP
Managing and troubleshooting DHEF
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3) Implementing IPvb

Uverview of IPvb addressing
Lonfiguring an IPvh host

4) Implementing DNS

Implementing DNS servers
Lonfiguring zones in DNS
Lonfiguring name resolution between DNS zones
Lonfiguring DN integration with Active
Uirectory Domain Services (AD D)

Lonfiguring advanced DNS settings

5) Implementing and managing |PAM

Uverview of IPAM
Ueploying IPAM
Managing IP address spaces by using |IPAM

6) Remote access in Windows Server 2016

Uverview of remote access
Implementing the Web Application Proxy

|m|]|l3menti ng DiPEEtAEEES S

Uverview of DirectAccess
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Implementing UirectAccess by using the
betting Started Wizard

Implementing and managing an advanced
UirectAccess infrastructure

) Implementing VPNs

Planning VPNs
Implementing VPNs

9) Implementing networking for branch oftices

Networking features and considerations
for branch offices

Implementing Distributed File System (DFd)
for branch offices

Implementing BranchLache for branch offices

10) Lonfiguring advanced networking features

Uverview of high performance networking features
NIL Teaming
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1) Installing and configuring domain controllers
Uverview of AD D

Uverview of AD DS domain controllers
leploying a domain controller

2) Managing objects in AD D3

Managing user accounts
Managing groups in AD DS

Managing computer objects in AD D3
Using Windows Powerhell for AD DS administration
Implementing and managing OUs

3) Advanced AD D3 infrastructure management

Uverview of advanced AD DS deployments
Ueploying a distributed AD DS environment
Lonfiguring AD D trusts

4) |mplementing and administering AD D3
sites and replication

Uverview of AD Db replication
Lonfiguring AD DS sites
Lonfiguring and monitoring AD DS replication
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5) |mplementing Group Policy

Introducing Group Policy
Implementing and administering GPOs

©) Managing user settings with Group Policy

Implementing administrative templates
Lonfiguring Folder Redirection, software
installation, and scripts

/) Lontigure and Manage Remote Desktop

3) Deploying and managing AD LS

9) Deploying and managing certificates

services(ROD)

Lonfigure RD
Publishing Apps to users

Ueploying LAs
Administering LAs
Iroubleshooting and maintaining LAs

How to deploy and manage certificates in an

AD DY environment \




Ueploying and managing certificate templates.

100 Implementing and administering AD Fa

1) Implementing and administering AD RMa

Overview of AD FS

AD FS requirements and planning
Ueploying and configuring AD Fa

Uverview of AD RMa

Ueploying and managing an AD RMS infrastructure

2) Managing the Active Directory database

Managing the Active Directory database
Integrity check and optimization

(D Deploy BitLocker Drive Encryption

2) Install and configure WSLIS

Lonfigure BitLocker Group Policy settings
Lonfigure BitLocker on Storage
Lonfigure the EFS data recovery agent
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Lreate computer groups and configure Automatic Update
Manage updates using Wally

Iroubleshoot WaLlS configuration and deployment

3) Lonfiguring Windows Defender through

broup Policy

Scheduled Scan
Specify The Time UOf Day To Run A Scheduled Scan

Allow Users To Pause acan

} IITII]IElTIE"t A|]|]|.I]I:|(Er' FUIES

) Blocking NI LAN Manager (NTLM)

Use this procedure to configure our AppLocker
rules from an Active Directory-based Group Policy
lbject on a Windows Server Z01b domain controller.

authentication protocol
Network Security: Restrict NTLM: NTLM

Authentication In This Domain

Network Security: Restrict NTLM: Incoming
NTLM Traffic

Network Security: Restrict NTLM: Outgoing

NTLM Traftic To Remote Servers
@ CRAYONS




Network Security: Restrict NTLM: Audit NTLM

Authentication In This Domain

Network Security: Restrict NTLM: Audit Incoming
NTLM Traffic

©) Lonfigure Windows Firewall Allow an

app or teature through Windows Firewall

Turn Windows Firewall on or off This option
allows you to enable or disable Windows
Firewall for each network location profile.
Advanced settings with Advanced Firewall
Security Settings

/) Lontigure Security Policy to harden

User Rights Assignment
User Account Policies
Blocking Devices
Lreate File Screens in FARM

Nestrict local logon access to Administrators

3) Additional Security Protection

lisable or uninstall unused services.
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lisable or delete unused users.
2 Follow the Principle of Least Privilege
2 Ensure all volumes are using the NTFS file system.

©9) Microsoft Baseline Security Analyzer

detailing missing patches
performs checks on basic security settings
5 Evaluate information on remediating any issues found

10 |mplementing DNS Security

2 zone to be signed cryptographically
spoofing and cache-tampering
secure DND infrastructure
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