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LHELK PUINT FIREWALL

1) Initial Installation And Configuration

Security Manager Overview and Installation

Security Manager Initial Configuration
Uetault User Accounts

hateway Installation
hateway Initial Lonfiguration
Introduction to SmartLonsole
Adding a Gateway to the Security Management Server
Hackward Compatibility

Resetting oL
Static and Default Routes
Snapshots

smartUpdate and Licensing

?) Security Policies

Intro and Lab

Adding a Second hateway Demo
Zone-Based Policies Lab
lime-Based Policies Lab
Section [itles and Inline Layers
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section [itles and Inline Layers Demo
Multiple SmartConsole Admins Demo
Installing Policies on Multiple Gateways Lab
Policy Packages Overview

Lonfigure Multiple Policy Packages Lab
Iroubleshooting Security Policies Lab
Implied Security Rules Lab

3) Network Address [ranslation

Network Address Translation (NAT) Overview
Source NAT Lab

Destination Static NAT Lab

Auto-NAT Priority Urder

Auto-NAT Priority Lab

Manual NAT Rules Overview

Manual NAT Lab

' Advanced Firewall Features

bateway High Availability
Lheck Point Features

URL Filtering

Application Control

HITPY Inspection Overview
Lonfigure HTTPS Inspection
Filtering Site Lategories Demo
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5) VPNs

Identity Awareness Overview
Identity Awareness Lab
Threat Prevention Policy Overview
Threat Prevention Policy Example
Anti-dpoofing

Nite-to-dite VEN Overview

|Psec Overview

IPsec dite-to-dite VPN Demo

VBN Tunnel Utility

SmartView Monitor Overview Lab
suspicious Activity Monitoring Lab
smartEvent Overview Lab

Lommand Line Interface

Intertace Lontig using CLI Lab
Locks in Gaia Lab

Remaoving a Policy at the CLI
LBView

LLISH and Expert Mode

Processes and Daemons Overview
Lhanging the Web LI port at the CLI
Web and CLI Backups
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